




Once you have funding, then you have to figure out what
to purchase. How do you pick a vendor? How do you test
that the equipment meets your needs? What can be done to
assure the vendor performs as expected? The key here is to
create relationships with a few trusted vendors. For larger
systems, spend the time to do testing. For smaller systems,
get recommendations from people you trust and just imple-
ment them.

We touched briefly on regulatory issues and, yes, they are
affecting small sites. Who needs to understand regulations?
Who cares or has the liability or time? One site refused to
keep critical data, believing adequate protection would be
impossible for it to maintain, but many sites do not have
this choice. Another idea was to outsource critical data
storage (e.g., use Paypal for credit card transactions). In ad-
dition to the regulations, special privacy concerns might be
important (e.g., for the rich, those in witness protection
programs, etc.).

The last discussion before lunch centered on asset tracking
and whether we could use that data for other purposes
such as IP databases. We felt that asset tracking databases
were not accurate enough and had lots of exceptions, mak-
ing them not particularly useful in the system admin con-
text. What we need is an automated way to have the equip-
ment update the asset management database. One attendee
has the beginning of a lightweight system that does this.
Tools used for asset tracking were spreadsheets, wikis, and
an asset tracking module on a helpdesk system.

After lunch the first topic was storage. What kind do we
use? What are our criteria for picking storage? DAS is the
most common at small sites because of low cost and the
low level of skill needed for its operation, but it does not
provide management tools. What we would like is a tool
that will scan a network and map out the storage, shares,
and mounts (especially when a person is just starting at a
job). SATA disks were deemed to be as good as SCSI for al-
most all applications, but there were some concerns about
costs (both training and maintenance) and the idea of put-
ting all services onto a single storage device (NAS or SAN).

The storage discussion led nicely into a discussion about
backups and disaster recovery. Most folks still use tape,
although some are looking at remote disk arrays as their
storage grows into the 20-TB range, because tapes are too
labor-intensive. People who are part of larger organizations
often make use of the resources of their parent organiza-
tion.

The next discussion concerned how to train a new person.
If you have the time, a good way is to have the new person
do an audit of all machines and services. If not, have them
shadow you for a few days or weeks and then start giving
them small projects to work on. This led to how we learn
and the resources we use to solve our problems. The most
common learning process was to poke at a system (typi-
cally in production) and hope it doesn’t break, as we do not
have resources for spare test systems.

Occasionally people would have time and an extra machine
to work on, but often that is not the case. For getting help
people used Google, mail lists, IRC, Webcasts, LISA, and
the LOPSA tool page. The biggest problem we all had was
how to find the good information in the deluge that we
face all day (e.g., which of the 17 million books on Ex-
change is the good one?). A dream would be a clipping
service that would have some intelligence to determine
which articles should be passed on to the subscribers. Per-
haps we could use blog aggregators with tags to determine
good content.

The discussion then led into time management. The biggest
problem for all of us was getting large enough blocks of
time on a regular basis for project work, because of the
daily fires we have to put out. Keeping a log of what you do
helps; so does a good ticket tracking system (with RT and
OTRS being the most common).

How we document and plan was next on the agenda. Wikis
are the most common documentation tool. The key is to
document at the correct level, which means not a step-by-
step procedure, but instead a summary that assumes the
reader has a basic level of competence in the subject. The
biggest issue with wikis was being able to easily control ac-
cess to its pages. Planning is often very ad hoc, although
some sites have a budget cycle (e.g., four years for a school
district) or can use trend graphs to predict what new equip-
ment will be needed.

The last discussion centered on the unique characteristics
of small shops and whether there is a good way to define
them. Small shops tend to have more budget limitations,
which leads them to use more open source software. Small
staff size leads to many other key issues, such as time man-
agement, knowledge depth, lack of specialists, and the need
to rely on consultants. Many of the tools discussed at LISA
are difficult to implement at small shops because of the
time necessary to learn, implement, and maintain them
even though they would save time once in place. We defi-
nitely need to figure out more multipliers to make better
use of our skills. Ideas were to use students, interns, and
consultants.

We wrapped up with the notion of creating a mail list dedi-
cated to discussion of small site issues and to explore the
idea of a MicroLisa column in a magazine or on a Web site.

Configuration: From Managing Nodes to Managing
Architecture

Mark Burgess, Oslo University College; Sanjai Narain, Telcor-
dia Technologies, Inc.

Summarized by Anu Singh (anusingh@cs.sunysb.edu) and
Mukarram Bin Tariq (mmtariq@gmail.com)

Sanjai Narain highlighted the important role configuration
plays in keeping networked systems up and running, along
with the general lack of formalized tools for automating
configuration to assure end-to-end communication re-
quirements. He thanked the participants for attending the
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workshop and sharing their views, work, and knowledge
on this subject.

Sanjai also reminded the participants of the upcoming
deadline for the special issue of the Journal on Selected
Areas in Communications (JSAC) on configuration; the
deadline is March 1, 2008.

Verification and Adaptation of Network Security Policies

Ehab Al-Shaer, DePaul University

Ehab talked about management of security policy configura-
tion, a complex issue because of the many rules required—
which are written in 5-tuple forms and have complex se-
mantics—the presence of distributed devices, and distrib-
uted policy interactions. This means that often not all con-
figurations can be checked ahead of time, leading to poten-
tial security breaches. Ehab provided an overview of existing
set-theoretic formalizations of intrafirewall conflicts in dis-
tributed environments and provable sets of constraints that
are sufficient. He pointed to some limitations of this ap-
proach. Ehab introduced an approach based on BDDs (Bi-
nary Decision Diagrams) and contended that BDDs are a
more effective way to formalize the rules; he showed how
conjunctions and disjunctions of rules are expressed using
BDDs. He also showed how IPSec policies can be repre-
sented using BDDs and how one can verify policy conflicts
for paths and compositions. Ehab presented how to use
BDDs to model routing configurations. The developed tool
is available for download from Ehab’s Web site.

Question (Mark Burgess): Have you considered using on-
tology or description logic?

Answer: We tried a little bit, but BDD is a mature area and
we can leverage on its maturity.

Question: How useful would a description logic be instead
of BDD for this work?

Answer: It could be more expressive, but the vast literature
and research already done on BDD means that we can
leverage on the success of BDD as a proven tool.

WISE: Predicting Service Response Times in “What-If”
Deployment Scenarios

Mukarram Bin Tariq, Georgia Tech

Mukarram presented a tool for evaluating the effect of re-
sponse time distribution for hypothetical deployment sce-
narios for content distribution networks. The deployment
scenarios include deployment of new data centers, chang-
ing DNS mapping for subsets of clients, and having new
peering with a new ISP. For networks such as content dis-
tribution networks, no accurate model for response time
exists, and it is generally hard to develop such models,
owing to the scale and complexity of the system. Mukar-
ram showed how machine learning can be used to model
response time as a function of variables that can be easily
observed in existing deployments; further, he presented
how interactions among the observed variables can be cap-

tured in the form of a causal Bayesian network and be sub-
sequently used to evaluate “what-if” scenarios. The What-
If Scenario Evaluator (WISE) includes a high-level, declar-
ative specification language called WISE-SL, which the
network designers can use to express in a very succinct
manner the scenarios they wish to evaluate. Mukarram
also presented results on accuracy and effectiveness of
WISE predictions based on dataset and events observed in
Google’s Web search service delivery network.

Question: How is the WISE approach better than doing,
say, NS simulations?

Answer: Generally, it is difficult to make accurate simula-
tions for the kinds of large, complex systems that we are
talking about here. Trace-driven simulations can help
somewhat in terms of input to the system, but still we
need to model the system accurately, which is hard. The
WISE-based approach is good in the sense that it does not
require explicit modeling of the system.

Question: To what network scenarios can WISE be applied?

Answer: The cases where there are no hidden variables
that can affect a scenario can be easily evaluated with this
approach.

MulVAL: A Logic-Based, Data-Driven Enterprise Security
Analyzer

Xinming (Simon) Ou, Kansas State University

MulVAL presents a logic-based approach for security
analysis in multihost networks. The formal definitions of
security risks from OVAL and the National Vulnerability
Database (NVD) serve as input (base data) to the MulVAL
tool. The interactions within a network are formulated as
rules in Datalog. Rules are completely independent of the
network setting and are generic enough to be applied to
any network. The tool can detect multistage attacks in
multihost networks. The cause of an attack is represented
through an attack graph.

Question: How is analysis done over multiple stages in the
network?

Answer: The interaction rules are written in Datalog and
multistage attacks are formulated in Datalog using recursion.

Question: How fast is MulVAL analysis?

Answer: All the interaction rules for Linux are written
using approximately 20 Datalog rules. The time it takes to
perform the analysis is quadratic in terms of the machines
in the network. For large networks the analysis takes a few
seconds and generation of attack graphs takes about 1–2
hours.

Maestro: A New Architecture for Realizing and Managing
Network Controls

T.S. Eugene Ng, Rice University

There is a lack of interface and abstraction for coordina-
tion among protocols. Eugene proposed an OS that over-
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sees the whole network. The idea is to insert safety-check-
ing applications in the network to look for network misbe-
haviors, such as routing loops and security breaches. The
proposed OS for a network runs the logic of routing, and
routers only perform forwarding. Further, a “BIOS” is re-
quired for the network. Maestro is an operating platform
that provides an API to the applications and an interface for
network state exchange (BIOS). Routers essentially work as
“sensors” that measure the state of the network; the state is
presented as Network Views and gets passed to the applica-
tions. Applications are stateless functions that can form an
Application DAG (a sequence of applications). The Appli-
cation DAG is triggered by some prespecified triggers.

Question: How does Maestro contrast to InfiniBand?

Answer: We have not specifically contrasted with their ap-
proach.

Question (Burgess): Is it tailored somehow to BGP?

Answer: An OS controls one administrative network.

Question: What about security implications as well as del-
egations?

Answer: We are looking into that.

Request and Response Monitoring of Online Services

Juhan Lee, Microsoft

The goal of this project is to monitor request and response
streams for massive online services. Typical monitoring
systems do not scale to the requirements of large, complex
systems such as MSN online services, where there are
thousands of servers in the network.

In the presented scheme, an application overlay network is
used for request-response exchange. A token-based ap-
proach is used for scheduling requests. A token is generated
when a new request arrives. The generated token is passed
along the servers serving the request and application-spe-
cific logs are generated. The logs of the requests and their
responses are enormous. It is difficult to store such large
logs. Conditional logging is used to reduce the storage re-
quirements. Correlated sampling is used to lower the sam-
pling rate for request-response. Lee showed a couple of ex-
amples of scenarios where their technique was able to use
the logs to point out problems in the services, in particular a
case where information was being served in an incorrect
language at an international portal of MSN services.

Question: Is correlated sampling done among domains or
across the entire network?

Answer: Sampling is done across the entire network and
all the components. It allows us to pinpoint what’s taking
the most time. In the MSN publishing platform (portal),
multiple requests (asynchronous requests) are sampled in
a single session. The MSN publishing platform is incre-
mentally deployable.

Question: What configuration errors are detected?

Answer: Generally, misconfigurations that can lead to un-
expected application behavior can be detected.

Panel on Security Configuration

Moderator: Steve Bellovin, Columbia University; attendees as
panelists

Configuration is important for firewalls, depends on what
services are being run and on whether the service set is
contingent on the versions or patch levels, and has impli-
cations for authorized parties changing configuration and
how one manages the authorization list.

There are various security scenarios to be considered. (1)
Appliance (firewalls, filtering routers, etc): What should
the configuration be in a complex topology? Typical cor-
porate networks have several entry points into the net-
works. How do we reconcile different policy needs? (2) In-
frastructure: Do the infrastructure nodes have proper secu-
rity configuration? How do you know whether some ele-
ment’s configuration is wrong? (3) Servers: What services
are they running? What versions? How do you monitor
changes, new nodes, etc.? (4) Personal machines: How do
you balance personal needs versus corporate needs? How
do you enforce or prevent upgrades? How do you change
the configuration of a laptop or home computer? How do
you balance the need for central control with what cannot
be enforced?

Mark Burgess asked whether control is the same as secu-
rity, especially if it is not enforceable. Steve and other par-
ticipants noted that exerting control is a way to enforce se-
curity; it is necessary but not sufficient. Andrew Hume
equated it with ensuring border security and immigration
issues. Mark remarked that we should think of security in
civil society, where if most of us agree to abide by a law,
then it makes it easier to enforce it.

Steve directed the participants to focus back on configura-
tion issues of security. Assuming a certain policy of con-
trolling, how do you enforce it? One of the participants re-
marked that there are various constraints, which may not
be overspecified, and certain things are left free. How do
you compose such constraints? Steve asked whether there
is sufficient homogeneity in configuration and devices to
allow such compatibility.

The ensuing discussion again drifted toward the inconven-
ience that security poses and causes people to “disable se-
curity.” The problem arises because of mismatch of values
between the system administrators and the users of the
network. One of the participants remarked that usually
there is a gap between what a human administrator wishes
to achieve and what gets translated into configuration.

Ehab observed that a necessary component that is usually
not explicitly evaluated in configuration management is
risk assessment; if configuration management is integrated
with such assessment, it will lead to consistent and sensi-
ble configurations.



Steve Bellovin asked the participants to consider the ques-
tion of how to introduce new technologies and how to
deal with new applications in terms of configuration. Paul
Anderson affirmed the need to state goals and criteria, for
the criteria, not the specific images of OSes, are what we
wish to enforce. And we do not want to specify everything
else. Ehab remarked that, generally speaking, creating a
program from a specification is not solvable; are we going
that route? Andrew commented that because of this prob-
lem, we are stuck with configurations that work, or a cer-
tain subset of use cases that have been tested.

Mark believes that it should not be so hard to manage the
variances if we are not afraid of sophistication, specifically,
dealing in probabilities. We tend to operate in paranoid
mode, where we want to address issues that are highly im-
probable, which leads to complex security configurations
that are difficult to work with. Ehab also asked whether
there have been any incidents of remote malicious configu-
ration change.

Steve Bellovin shepherded the audience back to the topic,
refocusing on two issues: (1) keeping track of only the au-
thorized users and what changes they make (i.e., managing
the list of users and what they are allowed to do); (2) what
to do when someone breaks in through a hack.

Sanjai added that composability is important for abstrac-
tion. A declarative approach and the inference engine will
allow us to verify whether two rules are in conflict. Mark
mentioned IETF BDIM WG activity, which is looking at
how to convert high-level goals into low-level policy.

Automata-Driven Techniques for Managing Firewall
Configuration

Alok Tongaonkar, Stony Brook University

Alok talked about optimizing the performance of firewall-
rules analysis using automata-based techniques. He talked
about syntax- and semantics-driven analysis techniques for
firewall configuration analysis. Rule interaction makes the
analysis difficult. Alok mentioned that the BDD-based
techniques proposed by Ehab (the first session) are seman-
tics-driven.

Alok told how a finite state automata (FSA) is built for
packet classification. The enormous state space of a packet
is divided into finite regions of the automata. Packet space
is divided into regions based on their match with the fire-
wall rules. Priorities of rules can govern the classification
(i.e., application to a packet). He also discussed shadowing
of rules. The rules are analyzed, and intersections and
shadowing among them are found. FSA size explosion is
possible because of duplication of rules that may occur
from ranges and “less than” and “greater than” occur-
rences in the rules. Their algorithm minimizes the duplica-
tion of rules. The FSA is built incrementally using candi-
date (probable) and match (matched) sets, resulting in a
compact automata.

Sanjai: Why do this kind of analysis? Why should we not
just build right configurations to begin with?

Answer: “Evolution” of rules may inadvertently result in
conflicts and misconfiguration.

Steve: Should we have a better abstraction than priority-
based mechanisms?

Answer: We are trying to convert priority-based rules into
nonpriority-based rules; however, this results in an explo-
sion of the number of rules.

Steve: Is a human factor involved here and does the explo-
sion make it more or less comprehensible?

Answer: It is not clear at this stage.

Sanjai: Are these rule lookups O(n) and are there really
that many rules?

Answer: Yes; for priority-based rules it has to be.

Steve affirmed that there are indeed many rules for secu-
rity configuration and referenced a study by Arbor Net-
works.

Vulnerability Analysis via Deductive Spreadsheets (DSS)

Anu Singh, Stony Brook University

Anu explained the desired properties of a security policy
analysis tool. She explained the Role Based Access Control
(RBAC) model as background. The current prototype im-
plementation of DSS, called XcelLog, is built as an add-in
to MS Excel. The formula language of DSS supports sets
and tuples. Recursive relations can be represented by using
DSS. XcelLog uses XSB (Prolog) as the underlying evalua-
tion engine. The features of DSS include highlighting of
explanations for results and incremental evaluation. Anu
gave a demo of the DSS using the RBAC example. She also
showed how to do vulnerability analysis for a multihost
network in DSS.

Question: If there is more than one way of getting to a
condition (attack), will DSS be able to highlight?

Answer: The tool can find multiple ways of getting to a
condition (attack), but it may not be able to distinguish
among them.

Question: What are the relations between DSS cells and
prolog predicates?

Answer: DSS expressions represent logical conditions
using cell references. Anu explained with a demo.

An Analysis of the VLAN Design of an Operational
Campus Network

Yu-Wei Sung, Purdue University

Yu-Wei talked about generation of task-driven network-
wide abstractions to configure enterprise network design.
He emphasized the need for abstraction of a network de-
sign by elevating the observations to abstraction that
would simplify the design. It is important to understand
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the intent of the operator, he added. VLAN configuration
is error-prone and time-consuming, which is why abstrac-
tion of the VLAN is useful. VLANs can be abstracted by
logical grouping of hosts. The key components in a VLAN
configuration are the access port and trunk ports not di-
rectly connected to hosts serving as carriers for other
VLANs. Abstractions model the network as a topology of
hosts and switches, and a router placement strategy deter-
mines where to place the routers.

Question: How does the firewall interact with VLAN?

Answer: This hasn’t been considered yet.

Question: What data size is used?

Answer: A single network with 1300 switches.

Question: Can the tool generate configuration consistent
with the abstract model?

Answer: It can generate useful recommendations that can
help the operator in network design.

Fixing Configuration Errors via Unsatisfiability
Analysis

Sanjai Narain, Telcordia Technologies, Inc.; Daniel Jackson,
MIT; Sharad Malik, Princeton University

Security cannot be divorced from functionality. Since there
are usually so many interweaving requirements, we can
put all the various requirements in a melting pot and gen-
erate a configuration from that. The specific problem ad-
dressed in the talk was fixing configuration errors via un-
satisfiability analysis. Sanjai explained, through an exam-
ple, how security and reliability are interrelated, where if a
separate IPSec tunnel is not established for the backup
router, the communication would break down even if the
backup router took over.

Sanjai discussed how to specify security, routing, and relia-
bility in a single unified framework and how to do it effi-
ciently. He presented a requirement solver that takes as
input a specification in first-order logic and the configura-
tion variables database and produces the configurations.
ALLOY, a first-order language, is used for specifying the
constraints, which are solved using SAT solver. Once the
requirements are, at a high level, expressed as FOL con-
straints, the Un-SAT-core (unsatisfiability) finds the subset
of the sets that are unsatisfiable. A counterexample can be
obtained from the result of the constraint solver. The next
step is to find the configuration variables that violate the
constraint and then relax the constraints and re-solve it.

The issue of scalability arises if the constraints are speci-
fied in an obvious way. The aim is to scale this. The re-
quirements are preprocessed and constraints are partially
evaluated using the constraint SAT solver. This makes it
practical to apply to large network configurations. The sys-
tem uses a deductive spreadsheet to specify constraints on
cell values and display results.

Question: How helpful is this analysis for network config-
uration management?

Answer: Host-level configurations can be modeled and an-
alyzed using this framework.

Question: What about constraints crossing the layers of
the protocol stack (application layer versus the network
layer)?

Answer: The solver can capture all dependencies, includ-
ing cross-layer dependencies.

Question: Does the solver give the best answer or just an
answer?

Answer: Presently it gives an answer. If the notion of
“best” can be formalized as a constraint, then it can give
the best answer.

Panel on Autonomic Configuration

Moderator: John Strassner, CTO Motorola; attendees as
panelists

John Strassner gave a brief introduction to autonomic net-
working, which he described as the process of offloading
simpler automatable things to automated processes. He
contended that operators are losing money because the
OSS (Operations Support System) is too complicated to
address business and customer needs. He said that we
want to build something that takes care of autonomic
functions, so that the human in charge has less to do. We
want the system to “learn” how to do everyday things. He
gave an overview of the system being built by his group.
The system uses machine-learning techniques. [Editor’s
note: Strassner’s talk was similar to his keynote.]

Andrew: Autonomics are applicable to simple and very
well-defined tasks, such as breathing or heart pumping.

John: If there is a set of transformations that can take the
service and business goals, along with the environments,
and give out CLI commands and configuration, then this is
autonomics. Our research is about merging ontology with
CLI-level stuff. It is like a “multigraph.” At the higher level
of the graph there is a different interpretation of “errors”
than at the lower layer; the following steps are involved in
such a system: IOS → Model-based translation → ACML
→ Analyze data and event and determine actual state → If
not desirable → Reconfigure → Repeat.

Andrew: Telephony built a similar network to map errors
to the customer, but this mapping has to be dynamic be-
cause the relationships are fluid. We live at a 99.99% up-
time level, but that does not have too much bearing on
how the operator is doing at a business level.

Sanjai Narain: The emphasis in this work seems to be on
performance; aren’t things like security configuration just
as important? And in that case, how do you see the system
learning its state and changing the configuration?



John: Learning that kind of semantics and subsequent con-
figurations can be hard but, given higher-level goals, it can
be achieved.

Advanced Topics Workshop
Summarized by Josh Simon (jss@clock.org)

The Advanced Topics Workshop was once again hosted,
moderated, and refereed by Adam Moskowitz. We started
with cable management 101 in separating the large bundle
of CAT-5 cable into strands for us to connect our laptops
to the local network switch, as there are enough of us that
we overload the wireless access point. We followed that
with introductions around the room. For a variety of rea-
sons, several of the Usual Suspects weren’t at this year’s
workshop. Despite this, in representation, businesses (in-
cluding consultants) outnumbered universities by about
four to one; over the course of the day, the room included
six LISA program chairs (four past, present, and future; up
from three last year) and 11 past or present members of
the USENIX, SAGE, or LOPSA Boards (up from five last
year).

Setting up involved untangling the bundled CAT-5 cables,
connecting them to attendees’ laptops and the local switch,
getting the moderation software up and running, setting
the correct time zone on the server, and so on.

Our first topic was on management versus technology.
About half of the room were either full- or part-time man-
agers, and we discussed some of the problems we have in-
teracting with our management. Some of the concerns
were knee-jerk, too-shiny managers, cultural differences
when your manager is in another country, and managers
who used to be in sales positions. Some folks discussed
their specific situations and asked for advice in solving
them. One common suggestion was to communicate dif-
ferently; remember that managers (especially those on the
financial side who approve capital budgets) tend to speak
business-speak and not “techie.” They don’t care about the
new gee-whiz neato-peachy-keen technology but, rather, in
how this new thing will solve their problems and provide a
decent return on investment.

A side discussion took place on cultural issues that differ
from the North American standard most of us are used to,
and how that can affect communication styles as well as
resumes.

After the morning break, we discussed career concerns.
Most of the people in the room had 15 or more years of
experience, and many of us had more than 20 years of ex-
perience. Assuming that retirement isn’t an option (for
whatever reason, be it financial or boredom), what’s the
right thing to do if you wind up looking for work? One
person discussed how he neglected to ask questions of the
company during the interview process; after accepting the
offer and working for some length of time, he realized he
was a bad fit for the position. One suggestion for avoiding

this in the future was to ask better questions before accept-
ing any offer; another suggestion was to consider a con-
tract-to-permanent position, since it gives both parties an
out without the company having to let a senior person go.
One topic that fell out of this is whether there’s a technical
growth path at your company or whether “senior” implies
a management position. Another topic was the technology
refresh rate for individuals and whether staying generalists
or becoming specialists was the better course of action.
(Consensus seemed to be for the former.) Those who are
retiring in the fairly near future have to make peace with
what’s good enough and remember that “good enough”
isn’t necessarily the same as settling. Do what needs to be
done and find enjoyment in that. Whatever you’re doing,
remember to work, to play, and to live, not just to exist.
Do things to keep yourself interested and awake at your
job; don’t just settle into a rut.

We next discussed patterns as an abstraction layer in sys-
tem administration. There’s apparently some controversy
in patterns; some think they’re a good way to abstract
problems and provide a common shorthand; others think
they’re not worth the electrons and doubt they’re applica-
ble to system administration.

After our lunch break, we discussed things we should have
done differently. One example was the whole IPv6 rollout.
A lot of places don’t see any need to deploy it and wonder
whether ignoring it now will cause problems later. CFOs
don’t see the benefit from or ROI in another technology re-
fresh. Widespread adoption of something new requires
there be some kind of benefit on the business level, and
right now businesses don’t tend to see a need for IPv6.
Right now, there is very little IPv6-only content out there;
if services or content were made IPv6-only, that could
drive folks to convert, assuming that their equipment is
IPv6-capable (e.g., not all SOHO equipment is).

We next had a brief discussion on the different uses of
DNS and search engines. Both are treated as a way to find
resources: DNS is a way of finding IP address-to-name
mappings and search engines are a way of finding some
specific document or site.

We next went around the room to discuss our favorite
new-to-us tools from the past year. Common examples
were AFS and ZFS, certain KVM cards, load balancers,
ntop, Puppet, Ruby and jRuby, spam management tools,
svk, tcptrace, the iPhone, Time Machine in Mac OS 10.5,
virtualization, and zones in Solaris. Several people chose
Puppet for their configuration management, mainly be-
cause it was faster to get it up and running and it had a
sufficiently low learning curve for installation and configu-
ration.

Our next discussion was on virtualization. At least one
participant has done nothing with it and wondered if it
was worthwhile; the consensus seemed to be that there are
some areas where it’s not a benefit, such as in a high-per-
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formance computing environment. Someone plugged this
year’s refereed paper, “Decision Support for Virtual Ma-
chine Re-Provisioning in Production Environments,” by
Kyrre Begnum, Matthew Disney, Æleen Frisch, and Ingard
Mevåg, for performance statistics. Some are only using vir-
tualization in nonproduction environments.

We next talked about delegating identity management. The
example environment is a department within a university
that uses automated identity management to manage au-
thentication and authorization controls for students, fac-
ulty, staff, alumni, and guests (e.g., investigators on re-
search grants from other universities). The central IT or-
ganization can provide some of the information they need,
but not all of it. The question of how they can cascade in-
formation management systems was addressed. The short
answer is that processes need to be put into place to incor-
porate the data to allow for both provisioning and revoca-
tion and to make sure essential safeguards are in place
such that a failure upstream (e.g., HR’s database failing
miserably) doesn’t accidentally cause a disaster down-
stream (e.g., the deletion of all staff accounts).

The next major discussion concerned distributed or geo-
graphically disparate personnel. We talked about what
server infrastructure needed to be used in remote data cen-
ters for part-time workers; the answer generally depends
on how many people and how much network traffic there
is. Items to consider are VOIP or POTS phones, home di-
rectory access over the WAN, docking stations, printers,
reserved offices or cubes (“hoteling”), and possibly a con-
ference room, depending on the size of the office and the
data center. We also talked about tools for communication
and collaboration; many use some form of instant messen-
ger client (such as internal IRC channels or logged IM
conversations), email, trouble ticketing systems, and wikis.
If you are using any of these technologies, remember to in-
clude them in (as a critical part of, where need be) your
disaster recovery planning.

Our final discussion was a quick around-the-room on the
cool tool for next year. Ruby, Solaris 10, and virtualization
were the most commonly mentioned, with configuration
management tools, Perl 6, VOIP, wiki deployment, and
ZFS rounding out the list.
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