


proving that data comprises a rising fraction of
total corporate wealth. Of course, the value thus
expressed is a magnitude and, to a large extent,
the sign bit is separately determined, in part by
security technology and security practitioners.
Data has thus become the coin of the realm, being
the repository of value for the general economy.

That data is increasingly mobile. The economi-
cally optimal computer is changing as we speak.
When CPU price/performance doubles every 18
months, storage price/performance every 12, and
bandwidth every 9, then for every decade one
expects two orders of magnitude in computer
power but three orders of magnitude in retained
data and four orders of magnitude in data trans-
mission. The implication of spending constant
dollars on these three components of a computing
infrastructure would thus mean that at the end of
a decade the CPU would be only 1/10 as powerful
per unit volume of data but the data, despite
being 10 times as voluminous, would be able to
completely move 10 times as fast. Coupling this
with the close embrace of the Internet by com-
merce at all levels makes it clear that the winners
will be those with as much information as possi-
ble in play, while the losers will be those who
have too much, with security technology and
practice providing the fine line between as “much
as possible” and “not too much.” This is already
semi-present, as Gibson would say, with conver-
gence of pure comms (telephony) and data-rich
applications.

Data becomes our focus going forward. Security is
what distinguishes data that has value from data
that does not. Regardless of setting or metaphor, a
rising threat requires any defensive perimeter to
contract. This is true for the military, for wilde-
beeste, and for data. A contracted perimeter for
data means a shift of focus of our arrayed protec-
tion technologies to individual data objects at
their point of use. Operationally, data is at risk
when it changes from at rest to in motion, a state
change akin to evaporation. The point of use is
where that state change occurs, and thus monitor-
ing is the first priority because in the electronic
world that which escapes your view is that which
will escape your grasp (i.e., you cannot control
what you cannot see). The single smartest thing
any Cabinet Secretary has said in thirty years was
Secretary of Defense Donald Rumsfeld’s comment
that it is the unknown unknowns that will kill
you (and every journalist and pundit who made
fun of it thus proved beyond doubt that they are
innumerate). Security metrics therefore begin with
certainty at the point of use.

There are lots of interesting but decidedly losing
propositions for how to handle a future that is
about data security:

� Perform content inspection. This can be
defeated by Pig Latin, much less encryption.

� Use statistical anomaly detection. This
defeats itself, as it creates an infeasible work-
factor to damp out false positives.

� Look for signatures. Like antivirus programs,
this is defeated by any enemy, as it is the Red
Queen’s own technology, “Around here, it
takes all the running you can do to keep in
the same place” [14].

No, the trends and the facts tell us that the engi-
neering problem statement now facing us is data
protection that is (1) inescapable, (2) invisible,
and (3) future-proof. The rules of economics tell
us that this is a minimax problem, meaning an
optimization tradeoff between preventing trouble
(anticipation costs) and cleaning up trouble (fail-
ure costs). The National Center for Manufacturing
Studies perhaps illustrates this best [15]. Figure
23 shows that near-infinite spending on preven-
tion does get near-zero spending on failure recov-
ery, just as near-zero spending on preventing trou-
ble risks near-infinite spending on failure recovery.
The economically optimal point is the sum of the
two curves, the minimum cost for the maximum
protection—a “minimax” solution. Though not
shown, as the degree of electronic collaboration
rises, the failure costs at a given level of informa-
tion assurance will rise, thus pushing the summed
cost curve upward and rightward as the essential-
ness of electronic collaboration grows.
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Summary

In a sense, this essay should be unsurprising and
it should feel unfinished. It is unsurprising, and it
is unfinished. The trend data tells us that our
opposition is gaining ground in an asymmetric
war, a war where our costs accumulate and theirs
do not. It tells us that our substantially increased
levels of effort in protective armamentarium, in
better prevention of vulnerabilities, and in im-
proved detection of all sorts are proving not to be
enough, as despite the rise in protective input
there is a faster rise still in the capabilities of that
which must be protected against. This calls out
for the only advice there is: If you are losing a
game you cannot afford to lose, change the rules.
The rules we have to change are what it is we
think we are protecting. A lost laptop is economi-
cally meaningless besides the data it contains. A
single point of failure that must exist for absolute
design reasons needs layers of defense-in-depth.
Cascade failure cannot be cost-effectively pre-
vented except by diversification when the efficacy
of protections is, as these graphs show, falling
despite the best efforts of good and honest people.
Because data is where the value is, that is where
the protections must go. If we are lucky, the worst
tradeoffs we get are “DRM and privacy: both or
neither.” If we are unlucky, we get neither free-
dom nor security and neither privacy nor conven-
ience, but the unluckiness will be because we
failed to make necessity be the mother of inven-
tion. The trends are not good, but they are not yet
a disaster. All of them have a consistent direction
and tilt; what will be a disaster is if that direction
and tilt continue, and that disaster will arrive far
sooner than global warming.
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