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we should only let them do parts of the project: the installation, the software upgrades,
and most importantly, the monitoring. Leave the policy for us to directly manage;
while they may generate SLA (Service Level Agreement) statistics, it is our responsibil-
ity to validate and monitor those statistics. I once claimed jokingly that outsourcing
works best when you outsource the boring parts (monitoring) but keep the fun parts
(design and implementation) to yourself. Maybe that wasn’t a joke.

If our auditing service does nothing but help companies realize they have signed con-
tacts that hide their own firewall rule sets, we will have made the world a better place.

Ultimately, security is nothing more than risk management. Security for security’s sake
doesn’t make sense. Business objectives (set by your CEO) must be translated to secu-
rity policy (set by your CIO or someone who reports to your CIO), which should then
be translated into firewall rule sets, access systems configurations, host configurations,
and so on. Trusting someone else to manage your firewall is a risk, and it may be an
acceptable risk based on the business objectives of your company. Blindly trusting
someone to do this without having the ability to audit their work is both dangerous
and irresponsible.

The next time someone tries to sell you MSP services with no right to audit the config-
uration, sit them down and tell them about my mother’s sandwich shop.

P.S. Bob did eventually get the rule set out of his MSP. It required a three-way Non-
Disclosure Agreement to be signed between us, the client, and the MSP. The audit then
proceeded without a hitch.
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