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construct several robots (e.g., Walking
Dog) as well as kinetic sculptures and
some quite sophisticated projects.

There’s a brief foreword by Seymour
Papert and a good list of references and
further readings.

Revisiting BIND
Albitz and Liu has been the standard
handbook on DNS and BIND for nearly
a decade. It is not a book for the raw
beginner. You need to know something
about the Domain Name System prior to
cracking it. But it’s invaluable. And it
keeps getting better. The 4th edition is
bigger and yet more useful.

It would have been really useful to
Microsoft back in January, when a num-
ber of Microsoft-related Web sites just
vanished. These included microsoft.com,
slate.com, expedia.com, hotmail.com,
and msnbc.com.

Microsoft had a DNS problem, which
was compounded by a DDoS attack.
Apparently, all four of Microsoft’s DNS
servers share the same routers, which
means that all of them are vulnerable to
hardware glitches or a technician’s error.

There are, of course, reliable DNS servic-
es available to nervous customers.
Nominium, for example, claims that it
has a variety of collections of DNS
servers, each with at least two different
hardware and OS platforms, and each
connected to two different ISPs.

Microsoft’s errors and foolishness are
obvious. The problem that Microsoft
experienced once again illustrated the
fact that even if you are a technically
competent organization, your business is
at significant risk without a highly reli-
able DNS infrastructure.

Though the apparent lack of diversity in
Microsoft’s name servers is a major error,
there is a more general problem which
also affects networks using BIND.

Using FreeBSD and BIND on every
name server may be just as bad as
employing Windows 2000 and Microsoft
DNS on each of them.

If you use identical servers and identical
software, no matter how geographically
dispersed, a software flaw will affect all
your servers at the same time.

And here’s the kicker: Men&Mice found
that 38% of the dot-com domains sur-
veyed had all their name servers on the
same subnet. And 75% had one or more
configuration errors (see
http://www.menandmice.com/dnsplace/
healthsurvey.html).

DNS, like most databases, suffers from
information entropy. It takes a lot of
energy to keep information correctly
updated while it is being changed. Any-
one who has been hostmaster for even a
moderately sized ISP knows there is an
amazing number of ways for people to
err.

And it’s important to realize that one
can’t assume that IP addresses that are
numerically contiguous represent hosts
that are topologically close on the net-
work.

The most obvious solution – and one
which would take care of many problems
– is diversity. The notion behind diversi-
ty isn’t that diversity is error-free but
that the error, whatever it is, is unlikely
to strike more than one hardware plat-
form, OS, or application at a time.

So here you are. Try running some Intel
boxes and some SPARC or MIPS boxes.
Try using UltraDNS on half your DNS
servers and BIND on the other half. Try
running Solaris on one SPARC and
Linux or NetBSD on another; try run-
ning Windows 2000 on one Intel box
and Linux on another.

And don’t be like Microsoft. We’ve got
proverbs that tell us the right thing: don’t
put all your eggs in one basket; variety is
the spice of life.

Finally, understand what you’re doing.
Albitz and Liu will help with that.

http://www.menandmice.com/dnsplace/

