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The sanitize-encap script reduces encapsulated IP packets (these usually are MBone
packets). Output is a single column, giving the arrival timestamps.

Finally, sanitize-other analyzes all non-TCP, non-UDP, non-encapsulated traffic. Only a
timestamp is reported.

As you can see, there aren’t a lot of scripts but they are good ones. Thanks to its extreme
granularity, tcpdump contains a great deal of information, which is not always easy to
organize. Sanitize may thus be an excellent aid.

A Series of Questions 
Can Trinux contain all the tools we’ve talked about? This is one of the most recurrent
questions, partially driven by the fact that the community of Trinux users is rapidly
growing. In an email exchange with the maintainer of the project (Matthew Franz), it
was concluded that there shouldn’t be problems here, especially in light of the heft
(5Kb) of the Sanitize package. Nevertheless, whether the sed/grep in BusyBox supports
everything in the scripts and whether it will be necessary to add egrep and awk still
needs to be seen.

Another question concerns the compatibility of Sanitize with the various versions of
tcpdump. According to Vern Paxon (Sanitize’s creator), it should be compatible, except
perhaps for very old versions of tcpdump (or unofficial releases that have altered its out-
put format).

Conclusions 
One hope would be the creation of a management console (obviously freeware/
open source) capable of handling a number of installations of the tools discussed here.
In the case of Sanitize, this requires script execution with maximum granularity. This
might be an interesting idea for a new project. In the meantime, I will be content to use
this toolkit in a test environment made up of a small LAN with 30 stations, four hosts,
all *nix, hooked up to the public network via an auxiliary internal gateway.
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MORE TOOLS 

The following are other tools that could
be used with tcpdump. Obviously, such
tools have their limits, which is why I
suggest using them together.

�� Tracelook is a Tcl/Tk program for graph-
ically viewing the contents of trace files
created using the -w argument to tcp-
dump. Its latest release is from 1995.

�� TCP-Reduce is a collection of Bourne
shell scripts for reducing tcpdump traces
to one-line summaries of each TCP con-
nection present in the trace. This tool
was also written by Vern, but it is less
powerful than Sanitize (as I see it, of
course).

�� Tcpdpriv is a program for eliminating
confidential information from packets
collected on a network interface (or
from trace files created using the -w
argument to tcpdump).
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