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At about 7:25 the next morning, the attacker connected to the magic port, and cleared
/etc/host.deny, a control file for TCP wrappers. It was probably at this point that the
attacker deleted the init script that starts syslogd, leaving many orphaned symlinks
pointing nowhere. The attacker then used FTP to download some tools and scripts. One
of these tools was used to add two new user accounts, own and adm1, and the attacker
then disconnected and logged back in as adm1. The own account had a UID of zero and
no password, so the attacker could immediately become root. Soon, the attacker cleaned
up the inetd.conf file so no one else could take advantage of the original backdoor at
port 4545.

Although the attacker deleted or cleaned up many logfiles, lastlog was forgotten. Linux
has no tools that will display the content of any lastlogfile except one in the default loca-
tion, so I wrote one (something that Roessler did as well) and discovered that the
attacker had logged in at 7:31 as adm1 from c871553-b.jffsn1.mo.home.com (the initial
attack came from an address within home.net).

The very next activity was to install tpack, an IRC bot used to keep control over IRC
channels. The attacker later installed a recent version of BitchX (bx), an IRC client. This
indicates a possible motive for the attack – to gain another platform for the IRC wars.

The attacker next started running scripts that backup programs, then install and config-
ure the various Trojans mentioned earlier. Most of these Trojans are part of the lurker
four (lrk4) package that you can find at sites like <ftp://ftp.technotronic.com>, although a
couple are apparently from a later version, lrk5. The scripts are not perfect: for example,
they use the wrong pathnames for a replacement telnetd and a Trojanned syslogd (that
ignore log messages that match certain patterns).

The attacker’s script also launches snif, a version of LinSniffer (also part of lrk4), leaving
behind snif.pid and an empty logfile (no passwords were sniffed).

Good Sysadmin
I found what the attacker did next remarkable, although I have heard that this has
become increasingly common. The attacker downloaded a set of rpms and patched the
most commonly used security holes on Linux systems: amd, lpr, nfs-utils, wu-ftpd, and
BIND. Another script ruthlessly stripped away set-user-id permissions on many pro-
grams, apparently to prevent anyone else from using an exploit to gain root access.

The reason for this paranoia became more apparent when I looked through the
/usr/man/.Ci directory. I found scanning and exploit tools for exploiting each of the
patched server programs, as well as z0ne and strobe for scanning. In general, each direc-
tory contained a program that generated IP addresses when given a 16-bit prefix (e.g.,
206.1 to create 206.1.1.1, 206.1.1.2, up to 206.1.254.254), that got passed to a tool that
probed for a particular port, BIND version, or RPC service, and finally to an automatic
exploit. In other words, the system now became yet another automatic attack platform
that, in turn, discovers more vulnerable systems. No wonder it took only 2 1/2 days
before this system was exploited.

Like any security-conscious individual, the attacker installed a version of SSH. Unlike
most versions, this one not only logs passwords, but it also has a magic password. The
attacker logged out of the adm1 account, and logged back in using SSH and the magic
password. The Trojan sshd dutifully logged the magic password, tw1Lightz0ne, in the
logfile (/usr/tmp/nap).
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By the time the attacker logged out, he had spent about 36 minutes downloading files,
installing rpms, and running scripts. The adm1 and own accounts were deleted, and
Trojans hid most (but not everything) that had been done. The attacker had two back-
doors, sshd and identd, to use for future visits.

What the attacker took about a half hour to accomplish takes the average investigator
about 34 hours to uncover. I spent close to 30 hours myself (I did not enter the chal-
lenge), simply because I did feel the challenge posed by this thoroughly hacked system.

In the usual case, this system would simply have been taken offline, and the OS re-
installed. If security patches had not also been installed, it is very likely that the system
would have been hacked again in very short order. At the time I write this, the port
being scanned most frequently is 53/tcp, the port used by BIND. If you have systems,
even non-Linux ones, that use versions of BIND prior to 8.3 or 9.1, I suggest that you
upgrade them soon.

The attack used by the Honeynet Project was not particularly subtle. Swift, a little messy,
obviously not someone who was totally clueless, but (by the same token) someone who
obviously was into taking over as many systems as possible. Not what I consider a seri-
ous attacker, who would have been considerably more subtle and left much less in the
way of traces. If all the attacker had wanted was a copy of a certain file, the initial attack
could have used a script that would have done everything, including cleaning up after-
wards.

All in all, trying The Challenge was a very worthwhile learning experience. I suggest it as
a fine way to pass the copious free time that you might have. On a more serious note, if
you do take the time to read a couple of the analyses, you will learn a lot about how one
would investigate a hacked system. You might also consider scanning your own net-
works (you can use the tools found in The Challenge) and see how many of your own
systems are vulnerable.

And if you don’t find any at all, that could be good or it could be bad. If you installed
the patches, it is good. If the attacker installed the patches, well, you have a lot of work
ahead of you.
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