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You’ve Been Cracked . . . 

and Now You’re Sued!

The Advanced Computing Systems Association & 

The System Administrators Guild

&



For example, a security hole that lets a script kiddie put graffiti all over your Web page
can be embarrassing to your company or might result in your taking down your page
until you can plug the hole. If your Web page is just information about your company,
this might not be a big problem. If your Web page is the means by which your cus-
tomers order, thatÕs a different matter. ItÕs important to understand how the vulnerabil-
ity could impact your business if it were exploited.

3. A rating of the risk represented by the security issue (i.e., critical, high, medium, or
low) based on the potential impact of the security issue to the business (in terms of
lost business, public perception, potential cost, etc.)

4. A schedule for the implementation of the relevant fix for the risk (i.e., all critical
fixes will be implemented within one day, all highs within one week, etc.)

5. A follow-up procedure that checks whether fixes were actually installed and,
depending on the importance of the security issue, verifies whether the fix actually
solves the problem.

A follow-up procedure could vary depending on the rating of the issue. For example,
you might want to ensure that all fixes for critical issues are implemented, and use sta-
tistical sampling for the rest. Alternatively, you might want to ensure that all fixes for a
mission critical system are performed, regardless of rating.

Once youÕve completed your procedures and made them part of your routine, do an
audit of how your system stacks up against the known threats. This might involve hav-
ing a Òwhite hatÓ security attempt to penetrate your network. Use this as an opportunity
to test your priority ratings as well. If a problem someone rated as ÒlowÓ allows the pen-
etration team to take control of your system, then you might need to reevaluate that 
rating.

Conclusion
It may not be long before people begin suing companies for information disclosures
that result from a companyÕs network being cracked. Companies need to develop the
policies and procedures that will protect both the information (which is the primary
goal) and the company in case the company is ever sued in relation to such a disclosure.
Will having a security policy like this in place keep you from getting sued? No, although
it might make it less likely. A security policy that includes the procedures described
above wonÕt prevent you from being attacked, and it wonÕt prevent you from being sued
because of an information disclosure. It will enable you to prioritize and understand the
known risks to your system, and it will put your company in a better position if you ever
are sued, including potentially protecting your company from punitive damages.
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1. This article provides general information and
represents the authorÕs views. It does not consti-
tute legal advice and should not be used or taken
as legal advice relating to any specific situation.

2. A ÒtortÓ is some damage, injury, or wrongful
act done willfully or negligently for which a civil
suit can be brought.

3. Merriam-WebsterÕs Dictionary of Law, 1996, as
published on <http://www.findlaw.com> as of
Feb. 6, 2001.

4.Information Security, vol. 4, no. 1, January
2001, p. 24.

5. Ibid.

6. Peter Tippett, ÒSweat the Easy Stuff,ÓInforma-
tion Security, vol. 4, no. 1, January 2001,
pp. 30Ð31.


