®
o ®
THE MAGAZINE OF USENIX & SAGE
, ‘ December 2000 e volume 25 ¢ number 8

inside:

OVERVIEW:

NEEDLES IN THE CRAYSTACK:
WHEN MACHINES GET SICK

USENIX & SAGE

The Advanced Computing Systems Association &
The System Administrators Guild




Silverberg of his post-biowar novel Shadrach in The Furnace, where the lead character is
“system administrator” for Genghis Maao’s biological system. In the biological world,
simple mechanisms like single-celled creatures are not well suited to survival in com-
plex environments, unless they exist in huge numbers. The only strategy a single-celled
organism has against total and final death is to reproduce very quickly and maintain
large numbers, before something steps on it. If one is destroyed, there will always be a
backup to continue the execution of their simple program: copy thyself. For computer
systems, one makes backups of data to prevent loss, uses multiple servers to secure
failover capacity. The general rule is that we use parallelism rather than serial architec-
tures to increase the assurance of delivery. This strategy is particularly important in
complex environments, because environments (by their size and nature) exert a higher
level of parallelism against the system than the system is capable of producing to pro-
tect itself.

Two key strategies, then, should drive computer management: mechanisms that protect
against loss of service and mechanisms that protect quality of service. The extent to
which such mechanisms exist varies. Certainly no off-the-shelf computer systems have
such systems as a part of their basic design. Software and hardware design is obsessed
with speed and convenience, not safety and reliability. The Volvo of computer systems
has yet to be sold in showrooms, though it can be put together as a kit, with a little
dedication. Since the mid-1990s several researchers, including myself, have argued for
(and even built) experimental systems that take on different aspects of this problem.

Computers have come a long way since the punch-card looms from which they
evolved. In a compelling sense, they are now very much like primitive organisms or
societies. To understand why they are so unpredictable, one needs to piece together an
understanding of how they work and of the nature of their environments. This is an
involved story, but as a piece of commonplace technology, it is part of our cultural her-
itage and so it has earned the right to a few chapters of explanation. To understand why
computers get sick, one needs to ask why they even work at all. Clearly something that
never changes cannot get sick. So the first step is to answer the question: how do com-
puters change? The journey there is not a difficult one but it is surely complex and fas-
cinating.

The next part of this story will take us into the realm of technological development and
our attitudes toward it.
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