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(a) torrent vs. Topnet

(b) Inaccuracy

Figure 7: Topnet results while monitoring a BitTorrent
client compared with the traffic logged by tcpdump.
Figure (a) shows the actual inbound traffic mea-
sured by the two tool, Topnet manages to follow
the exact traffic rates of the BitTorrent download.
Figure (b) shows the differences from the two mea-
surements in more detail. Again, Topnet seems to
show only slight differences from the tcpdump traf-
fic, with the overall accuracy to be 98.8%.

Measuring HTTP and BitTorrent Clients

Since Topnet shows high accuracy on a con-
trolled environment with artificial traffic, the next step
was to evaluate the measurement accuracy using real
world traffic. We used two applications utilizing two
popular protocols: HTTP and BitTorrent.

For the evaluation with HTTP traffic we used the
well known wget application, a command-line web
HTTP GET application. We used tcpdump to log the
HTTP traffic exchanged by the machine during the
time of the experiment and compared it with the traffic
reported by Topnet. Topnet was instrumented to report
the per-application traffic every second.

We used wget to download a Linux distribution
ISO file3 Figure 6a presents the incoming traffic
reported by Topnet during the HTTP download in
comparison with the traffic reported by tcpdump. The
relative time for the whole duration of the download is
plotted on x axis, while the measured one-way traffic
(inbound) in Mbps is plotted on the y axis. Each point

3http:/ftp.belnet.be/mirror/ubuntu.com/releases/hardy/ubuntu-
8.04.1-desktop-1386.is0 .
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Figure 8: Topnet reported traffic rates when monitor-
ing one wget and two BitTorrent downloads in
parallel. Both measurements for BitTorrent show
an average difference around 1% (1.05% for
client 1 and 0.43% for client 2). The wget mea-
surement shows a larger difference around 10%.

Topnet Measured bandwidth

gives the traffic for one second. The figure shows that
Topnet managed to accurately measure the traffic of
the download during its whole duration and also fol-
lows the changes experienced during the download.
Figure 6b plots the difference in the measurement
reported by each tool, as the inaccuracy of our tool. As
we see, Topnet experiences limited differences from
the tcpdump logged traffic. This differences can be
explained from slightly different times for reporting
the traffic.

For the next experiment we used the BitTorrent
client to download a Linux distribution through the
BitTorrent protocol.# We once again used tcpdump to

4http://cdimage.debian.org/debian-cd/4.0_r3/i386/bt-dvd/
debian-40r3-1386-DVD-1.iso.torrent
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Figure 9: Topnet accuracy while monitoring a server
process for several hours. The overall difference

between Topnet and tcpdump is 1.73%.
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Figure 10: Topnet CPU usage using artificial traffic
created with nuttcp. Topnet uses at most 31% of
the CPU while experiencing a full network loaded
machine with 900 Mbps of traffic.

report the downloaded traffic per second for the whole
duration of the data transfer.’ Figure 7a reports the
true traffic exchanged by a BitTorrent client while
downloading the file, as incoming traffic in bits per
second, in comparison with the traffic reported by
Topnet for the downloading process. We see that the
results reported by Topnet and the BitTorrent client are
very close. To better show the accuracy of Topnet we
plot the difference between the two applications for
each measurement second in Figure 7b. Topnet mea-
surements exhibit little differences from tcpdump-
based measurements, with the exception of a small
number of outliers. The differences can be explained
with the different timing that the two applications
have, due to manual start-up.

For the next experiment, we tried to simulate the
everyday network usage of a normal user. For instance,
the user might browse someweb pages while there may
be some active BitTorrent downloads in the background.
To simulate this case we concurrently employed an
HTTP download and two BitTorrent downloads for dif-
ferent files. The comparison is pictured in Figure 8.

5Dun'ng this experiment, access was limited only to the Bit-
Torrent client so as to avoid unexpected non-BitTorrent flows.
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Figure 11: Topnet CPU load for several HTTP down-
loads, each at a different network speed.

18 4
16
14

topnet CPU Load (%)

° 2‘0 4‘0 8‘0 12‘0 1(‘50 21‘10 25‘36
BitTorrent Traffic Speed (Mbit/s)

Figure 12: Topnet CPU load for several BitTorrent
downloads, each at a different network speed.
Topnet uses less than 10% of the CPU while expe-
riencing download rates at 240 Mbps.

Topnet manages to report the traffic with high accu-
racy (differences are around 1%). Also in the case of
the wget download, where the traffic rate experiences
large changes between the measurement periods, 7op-
net follows these changes.
Comparison to Other Traffic Measurement Tools

To further evaluate the measurement accuracy of
Topnet we installed Topnet on a server and monitored
outgoing traffic for several hours. The server machine
was running mapid, a distributed monitoring daemon,
which allows users to run remote monitoring applica-
tions. That is, it provides the monitoring capabilities
and allows the user to get the information in which she
is interested. As an example, the user may ask from
the monitoring daemon to count all packets coming in
and out from a specific subnet, and periodically will
ask for the results. We used tcpdump to log all the traf-
fic coming in and out of the machine using mapid’s
port. At the same time we were running 7opnet on the
machine measuring the traffic for the specific process
number. The comparison of the two traffic measure-
ments is shown in Figure 9. Topnet, manages to follow
the traffic consumption experienced by the server
process. The figure shows one minute averages of the
traffic during a period of seven hours.

Performance Measurements

The second part of our evaluation identifies and
quantifies the performance overhead that Topnet in-
duces during the monitoring process.
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The first performance measurement was done in
the testbed during the nuticp experiment presented in
the previous subsection. We used the systems’ top util-
ity to measure the CPU overhead induced by Topnet
during the different nuttcp traffic exchanges. The
results are presented in Figure 10. The x axis plots the
exchanged traffic rate in Mbps and the y axis shows
the average CPU percentage used by Topnet during
each measurement as a function of the traffic mea-
sured. We see that the CPU overhead of Topnet is
almost proportional to the traffic measured. This
should be expected as the main overhead of Topnet is
attributed to the libpcap library, which is being used to
read the packets from the network card. We observe,
however, that for low network traffic, i.e., under 200
Mbps, the CPU usage is below 10%.

To evaluate the performance of Topnet using real
world traffic, we once again used HTTP and BitTor-
rent traffic. As in earlier experiment, we used wget to
download the Linux ISO image mentioned earlier. To
understand the impact of network traffic on the perfor-
mance overhead of Topnet, we rate-limited wget to
download speeds ranging from 20 Mbps to 400 Mbps.
Figure 11 shows the CPU load used by Topnet for the
different download rates used by wget. As seen previ-
ously, the performance of Topnet is proportional to the
network traffic monitored, staying below 10% as long
as the traffic received is less than 200 Mbps.

We repeated the previous experiment using the
BitTorrent client, instead of wget. The results, shown
in Figure 12, follow the same pattern: i.e., the perfor-
mance overhead of Topnet is proportional to network
traffic observed.

Our experiments with a commodity PC suggest
that as long as the network traffic observed is rela-
tively low, i.e., up to a few tens Mbps, the perfor-
mance overhead of Topnet is usually below 5%, which
we consider acceptable for occasional use, given the
information it provides the administrator. We under-
stand though that under very heavy traffic, i.e., several
hundreds of Mbps, the performance penalty of Topnet
may become significant and the tool might experience
packet losses. Current trends, however, suggest that
this performance overhead, which is completely attrib-
uted to the overhead of the packet capture library,
tends to decrease with time, as more optimized ver-
sions of libpcap are being implemented and deployed
(PFring [16], pcap-mmap [48]). Using the aforemen-
tioned versions of libpcap, the overhead from copying
packets from system to user level decreases, and any
packet loss disappears. In our current case, since no
packet loss was experienced, running Topnet compiled
with pcap-mmap gave the same performance measure-
ments.

Memory Usage

As mentioned earlier, Topnet uses a hash table to
hold all active flows on the machine. During our
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experiments, where the number of active flows was
small, Topnet experienced memory overhead below
1%, in all cases.

Reporting Period

In all of our experiments we used 1 second as a
reporting period from Topnet. Changing the reporting
period to a larger number of seconds does not affect
the performance overhead of the application, since the
CPU utilization is due to libpcap, for reading packets
from the network and transferring them to the applica-
tion. Though, increasing the reporting period may
smooth the reported network measurement and reduce
any discrepancies observed.

Use Cases

In this section we discuss various real world sce-
narios in which Topmet’s usage could be beneficial.
This discussion unveils the strength of Topnet in every
day situations and incidents. We explore the use of
Topnet by three target groups: administrators, re-
searchers and end users. In every use case, we focus
on the convenience provided to the end user by Top-
net.

Administrators

Observing system performance is vital to the sys-
tem administrator. The classic UNIX top utility is
designed towards that direction, giving summaries for
CPU and memory consumption per process. Our
extended top, Topnet, broadens this model by adding
inspection for network resources consumption per
process. Understanding the network usage of an indi-
vidual process has become increasingly important, if
not more important than, as understanding CPU and
memory resource consumption.

A summary of network consumption per host,
something that most operating systems provide by
default, is not sufficient. There is a need for greater
per-process granularity. This is especially important
for tracking security threats like rootkits, trojan horses,
and other malware, which consume network resources
in a stealthy way, without altering the overall condi-
tion of the host as far as the network consumption is
concerned. More precisely, a malicious program that
performs IP/port scanning or communicates with other
members of a Botnet, may never be spotted by just
observing the total outbound traffic of a host, since the
traffic exported by the malicious program has a low
volume. However, this malicious program will have
active flow records in the Topnet utility and thus it will
be easily spotted by an administrator.

Researchers

System research, very often, involves the inspec-
tion and measurement of network capabilities of an
application. Sometimes, the researcher has to correlate
consumption in all available resources, namely CPU,
memory and network. The most well known tactic is
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to use multiple tools for the inspection of different
kind of resources. For example, the top UNIX utility
may be used for the inspection of CPU/memory
resources and an application trace collected with tcp-
dump, or another packet capturing tool, can be used to
inspect the network utilization experienced by the
application.

Topnet combines all above tasks to one program
able to monitor in real-time an application’s utilization
for all kind of resources. Thus, Topnet offers a conve-
nient way for the researcher to inspect in real-time the
behavior of an application and gives immediately an
indication of its resource consumption.

End Users

End users’ systems have drastically evolved and
become more sophisticated as far as the amount of
running applications and their complexity is con-
cerned. In addition, end users are frequently mobile,
utilizing wireless access media. As an example, exces-
sive bandwidth consumption might significantly re-
duce the lifetime of the battery of a user’s laptop. A
tool such as Topnet that can inform the user of such
events is considerably valuable.

We believe that the increased complexity of a
modern home machine (a desktop PC, or a laptop) has
driven the home user to cope with tasks that are usu-
ally performed by an administrator. The user, in a
sense, frequently becomes an administrator of her
own system. Thus, we propose Topnet as a convenient
tool for the quick inspection of the resource utilization
of a user’s machine. With increasing popularity of net-
working applications (Web surfing, IM, file-sharing,
etc.), inspecting the network activity per process sig-
nificantly changes the picture the user has about the
actual condition of her machine.

Communication Patterns

The cases above depict various classes of users
that receive benefit and convenience from the Topnet
tool. In contrast with traditional programs that experi-
ence network utilization upon user activity, modern
applications remain active even when the user is not
explicitly using them. This background behavior
causes significant network activity, without easily
being spotted by the user.

In Table 2 we list a few representative applica-
tions and their background behaviors, i.e., network
activity not explicitly initiated by the user. In all these
application profiles, Topnet can easily expose such
background network activity.

Future Work

Topnet fills a substational gap to current system
administration by monitoring network demands at the
process level. However, we believe that Topnet can be
further enhanced. In this Section we list some features
we plan to implement in following versions of the
tool.

Theocharides, et al.

Security Enhancements

As we have pointed out in Use Cases Section,
Topnet can be used for tracking security threats, like
rootkits, trojan horses and other malware. In such a
case, the administrator can inspect network consump-
tion, related to malicious activity rather than a legiti-
mate user application. We, consider this feature impor-
tant to expose security threats. Thus, we plan to imple-
ment an accounting feature in Topnet in order to give
system administrators the opportunity to get a better
global view of the monitored network.

We plan to have a Topnet mode that logs all net-
work activity per process to a file. Then, it would be
easy to create a script that collects all log files from
Topnet-enabled hosts running in the network and com-
bine the information to one file. This file can then be
processed for malicious activity. For example, some-
one can search, for the same process running in a
series of hosts, consuming constantly network re-
sources. If this process is not known, this observation
might indicate that the machines running the specific
process are suspicious for participating to a BotNet.

Application
BitTorrent
File Sharing

Background Behavior
A host becomes a seeder

Routing/Downloads/
Uploads are served

Peer-to-Peer
Web 2.0

A host becomes a relay

Polling in periodic
intervals for Server data

Social Utilities ~ Polling in periodic

intervals for Server data

Table 2: Application network profiles, when they are
not explicitly used.

In general, logging process network activity to a
file, and aggregating the information to a central
place, may substantially assist in spotting security
issues. Analyzing the collected information might not
be trivial, but we believe that there are some practical
heuristics that may be applied and reveal anomalous
host behavior.

Portability

Our implementation of Topnet is currently tested
on a number of Linux distributions. Though, in the
near future, we plan to port Topnet to various different
UNIX flavors, as well as Windows. Topnet is based on
two widely used tools. libpcap is available and sup-
ported on all UNIX flavors and also on Windows sys-
tems. The source code of netstat is available for Linux,
and the same information can be retrieved in Windows
using the GetTcpTable and GetUdpTable MSDN func-
tions.® We are currently exploring ways to achieve the
functionality given by netstat on other UNIX flavors,

Bhttp://msdn.microsoft.com/en-us/library/aa366071(VS.85).
aspx
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using tools like Isof [6] and libproc [2], in order to make
Topnet more portable.

Kernel Space. The network has become a per-
petually used resource of every system. Our imple-
mentation aim was to achieve per-process network
monitoring on a host machine without changing the
OS kernel. However, we believe that this data should
be provided by the OS kernel, so that it would be com-
pletely accurate and more efficient and would also
allow for a new generation of monitoring tools with
the network as an inherently monitored resource.

Deployment. Finally, one of our major concerns
is the deployment of the tool in large scale networks,
that have different purposes. We plan to install the tool
in enterprise, research and academic networks. Each
different network class has specific properties. De-
ploying Topnet in such environments will give us a
better understanding of the tool’s potential usage. It
will also stress the utility in real environments that
exhibit realistic system and network load.

Conclusion

In this paper, we presented a process-centric
approach to network resource attribution for UNIX
computers. We described the design and implementa-
tion of Topnet, an extension of the familiar top utility.
While top focuses on process attributes like CPU and
memory usage, Topnet provides information about
network usage as well.

In contrast to prior approaches, we implemented
Topnet without needing any kernel modifications,
using only user-level functionality based on the libpcap
library. Our evaluation suggests that the performance
overhead incurred by Topnet is reasonable in most sit-
uations.

Overall, Topnet provides a familiar and accurate
way to attribute network traffic to individual pro-
cesses, enabling users to gain a process-centric view
of the network traffic in their systems.
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